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cyberattacks.
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BLOCKCHAIN TECHNOLOGY'S ROLE IN SECURING DATA AND PREVENTING CYBERATTACKS: A
DETAILED REVIEW

1 Introduction:

The digital age has ushered in a remarkable era of
technological innovation, profoundly transforming
various sectors such as finance, healthcare, and
communication (Banerjee et al., 2018; Mills et al.,
2016). These advancements, however, have introduced
significant challenges, especially in the domain of data
security (Ichikawa et al., 2017). With the increasing
reliance on digital platforms, data has become a
valuable asset, attracting the attention of cybercriminals
(Islam et al., 2022). Cyberattacks have grown in
frequency and sophistication, targeting both individual
and organizational data. Traditional security measures,
though still crucial, often prove inadequate in the face
of these advanced threats due to their centralized nature,
which creates a single point of failure (Mousavi et al.,
2008). Consequently, there is an urgent need for more
robust and innovative solutions to protect data from
these evolving cyber threats (Turner & Irwin, 2018;
Underwood, 2016).

Blockchain technology has emerged as a promising
solution to the limitations of traditional security
measures. Originally conceived for Bitcoin, blockchain
utilizes a decentralized ledger system that records
transactions across a network of computers in a manner
that ensures data integrity and security (Wang et al.,
2022; Yang et al., 2017). Each block in the blockchain
is linked to the previous block through cryptographic
hashes, making it virtually impossible to alter the data
without modifying all subsequent blocks. This would

require the consensus of the entire network, thereby
ensuring data immutability and transparency. These
inherent characteristics of blockchain make it an
attractive option for enhancing data security and
preventing unauthorized access and tampering (Zhang
etal., 2018).

The application of blockchain technology in
cybersecurity extends beyond financial transactions. Its
principles can be adapted to secure a variety of data
types, including personal information, intellectual
property, and critical infrastructure data. By
decentralizing data storage, blockchain eliminates the
single point of failure associated with traditional
centralized databases, thereby mitigating the risk of data
breaches (Taylor et al., 2020). Moreover, blockchain's
cryptographic mechanisms ensure that data is accessible
only to authorized parties, thereby enhancing both
confidentiality and integrity (Banerjee et al., 2018;
Broby & Karkkainen, 2016). This review aims to
explore the potential of blockchain technology in
securing data and preventing cyberattacks, focusing on
its mechanisms, applications, and the challenges it
faces.

Despite its significant potential, the adoption of
blockchain technology in cybersecurity is fraught with
challenges (Ichikawa et al., 2017; Mills et al., 2016).
One major concern is scalability, as the size of the
blockchain grows with each transaction, leading to
increased storage requirements and slower transaction
speeds (Kumar et al., 2020). Another critical issue is the
substantial energy consumption associated with
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maintaining a blockchain network, particularly those
that use proof-of-work systems. This raises
environmental and sustainability concerns.
Furthermore, regulatory and legal challenges pose
significant hurdles, as the decentralized nature of
blockchain often conflicts with existing regulatory
frameworks (Kaur & Kaur, 2019). Addressing these
challenges is crucial for the widespread adoption and
effective implementation of blockchain technology in
cybersecurity (Apostolaki et al., 2017; Song et al.,
2019).

This review delves into various aspects of blockchain
technology and its role in securing data and preventing
cyberattacks. It begins by examining the fundamental
principles of blockchain and its applications across
different sectors. The review then explores the specific
mechanisms through which blockchain enhances data
security. Following this, it addresses the challenges
associated with the adoption of blockchain technology
and proposes potential solutions to overcome these
barriers. By providing a comprehensive analysis, this
review aims to contribute to a deeper understanding of
blockchain’s potential in revolutionizing cybersecurity
and to offer insights into its future directions. In
examining the role of blockchain technology in
cybersecurity, it is essential to consider the broader
context of its application. Blockchain’s decentralized
nature inherently provides a higher level of security
compared to traditional centralized systems. In a
centralized system, a single point of failure can lead to
catastrophic breaches, but in a blockchain-based
system, an attacker would need to gain control of a
majority of the network, which is exceedingly difficult.
Furthermore, the immutability of blockchain records
ensures that once data is written, it cannot be altered
without detection. This feature is particularly valuable
in preventing data tampering and ensuring the integrity
of records over time. Moreover, blockchain technology
offers innovative solutions through the use of smart
contracts. These self-executing contracts with the terms
directly written into code can automate complex
processes and ensure that they are carried out precisely
as agreed upon, without the need for intermediaries.
This automation reduces the potential for human error
and fraud, further enhancing the security of transactions
and data exchanges. Smart contracts are already being
utilized in various industries, from finance to supply

chain management, to enhance security and efficiency.

2 Literature Review

Blockchain  technology has emerged as a
groundbreaking innovation with the potential to
revolutionize various sectors by enhancing security,
transparency, and efficiency. Initially developed as the
underlying technology for Bitcoin, blockchain has since
evolved to find applications beyond cryptocurrencies.
This literature review aims to provide a comprehensive
understanding of blockchain technology, focusing on its
fundamental principles, historical development, and its
pivotal role in cybersecurity. By examining the key
aspects of blockchain and its implementation across
different sectors, this review seeks to elucidate the
mechanisms through which blockchain enhances data
security and prevents cyberattacks.

2.1  Overview of Blockchain Technology
2.1.1

Blockchain technology is characterized by its
distinctive structure, which consists of a decentralized
ledger that meticulously records transactions across a
network of computers (Kiayias & Panagiotakos, 2019).
This decentralized architecture ensures that data is not
confined to a single location, thereby eliminating the
vulnerability of a single point of failure, a common
drawback in traditional centralized systems (Pal et al.,
2021). The principle of decentralization is fundamental
to blockchain's operation, as it distributes data across
multiple nodes. Each node in the network maintains a
complete copy of the entire blockchain, ensuring that no
single entity has control over the entire dataset (Zhao et
al., 2016). This redundancy significantly enhances the
security and reliability of the data, as any attempt to
alter the information would necessitate consensus from
the majority of the network participants, thereby
making unauthorized changes exceedingly difficult
(Qiu et al., 2020). This distributed nature of blockchain
mitigates risks associated with centralized data
management, such as data breaches and system failures,
offering a robust solution for secure data handling
(Liang et al., 2017).

Another core principle of blockchain technology is
immutability. Once data is recorded on the blockchain,
it becomes virtually impossible to alter or delete it

Definition and Basic Principles
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without detection (Gai et al., 2019). This is achieved
through the use of cryptographic hashes, which link
each block to its predecessor, forming a secure and
tamper-proof chain of records (Shen et al., 2019; Zhao
et al., 2016). Each block contains a unique hash of the
previous block, along with a timestamp and transaction
data, ensuring that any attempt to modify a block would
disrupt the entire chain, thereby alerting all participants
to the alteration. The immutability of blockchain thus
ensures the integrity of the data, providing a reliable
and verifiable record of transactions. This characteristic
is particularly valuable in environments where data
integrity and trust are paramount, such as financial
services, healthcare, and supply chain management
(Kumar et al., 2020).

Transparency is another critical feature of blockchain
technology. The decentralized ledger is accessible to all
participants in the network, allowing for real-time
verification of transactions. This openness fosters trust
among participants, as they can independently verify
the accuracy and authenticity of the data (Liang et al.,
2017). Transparency in blockchain reduces the potential
for fraud and enhances accountability, as all actions can
be traced and audited. By making the transaction
history openly accessible, blockchain ensures a high
level of security and trustworthiness, which is essential
for applications that require a high degree of
transparency, such as government records, voting
systems, and charitable donations (Hassan et al., 2019).
Moreover, the transparent nature of blockchain can
streamline auditing processes and enhance regulatory
compliance, making it an attractive solution for
industries that are heavily regulated (Shamim, 2022).

2.1.2

Blockchain technology's origins can be traced back to
the creation of Bitcoin by an anonymous individual or

Historical Development of Blockchain

group known as Satoshi Nakamoto in 2008. The
foundational paper, "Bitcoin: A Peer-to-Peer Electronic
Cash System," introduced the concept of a decentralized
digital currency that operates without the need for a
central authority, using blockchain as its underlying
technology (Nakamoto, 2008). Bitcoin was designed to
address the issues of double-spending and the need for
trust in digital transactions, which were significant
limitations of previous digital currency systems. The
blockchain technology behind Bitcoin provided a novel
solution by maintaining a public ledger of all
transactions that is distributed across a network of
computers, ensuring transparency and security through
a consensus mechanism known as proof-of-work
(Antonopoulos, 2014).

Since its inception, blockchain technology has
undergone significant evolution and adaptation across
various sectors beyond cryptocurrencies. In the
financial industry, for example, blockchain has been
leveraged to create more efficient and secure payment
systems, facilitate cross-border transactions, and
enhance the transparency of financial records (de
Aguiar et al., 2020; Sankar et al., 2017). Major financial
institutions and fintech companies have explored
blockchain for clearing and settlement processes, fraud
reduction, and compliance with regulatory requirements
(Pavithra et al., 2019). The adaptation of blockchain in
finance demonstrates its potential to reduce costs,
increase transaction speeds, and improve security
compared to traditional banking systems(Conti et al.,
2018; de Aguiar et al., 2020).

The healthcare sector has also seen innovative
applications of blockchain technology. Blockchain is
being utilized to secure electronic health records
(EHRs), ensuring that patient data is immutable and
accessible only to authorized parties. This application
helps to protect sensitive patient information from cyber
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threats and enhances the interoperability of health
records across different institutions (Hussien et al.,
2019; Salman et al., 2019). Additionally, blockchain is
being explored for its potential to improve drug
traceability, combat counterfeit medications, and
streamline the clinical trial process by providing
transparent and verifiable records (Ichikawa et al.,
2017).

In supply chain management, blockchain technology
offers significant benefits by providing a transparent
and tamper-proof record of the entire supply chain
process. This transparency helps to verify the
authenticity of products, reduce fraud, and ensure
compliance with regulatory standards (Nicolas et al.,
2019). Companies across various industries, including
food and beverage, pharmaceuticals, and luxury goods,
are adopting blockchain to enhance the traceability and
accountability of their supply chains. For example,
Walmart and IBM have partnered to implement a
blockchain-based system to trace the origins of food
products, aiming to improve food safety and reduce the
risk of contamination (Kassab et al., 2019).

The evolution of blockchain technology has also
extended to the public sector and governance (de
Aguiar et al.,, 2020). Governments are exploring
blockchain for secure voting systems, digital identity
verification, and transparent public record keeping.
Estonia, for instance, has implemented blockchain
technology in its e-residency program and national
healthcare system, demonstrating the potential for
blockchain to enhance government services and citizen
engagement (Hussien et al., 2019).

2.2 Blockchain in Cybersecurity

2.2.1 Blockchain’s Role in Data Security

Blockchain technology significantly enhances data
security through its robust cryptographic security
mechanisms. At the core of blockchain's security is the
use of cryptographic hashes, which ensure that each
block of data is linked to the previous block in the chain
through a unique hash value (DeCusatis et al., 2018).
This process creates a tamper-evident ledger, where any
attempt to alter the data in one block would necessitate
altering all subsequent blocks, an effort that would be
computationally impractical without the consensus of
the network (Kshetri, 2017). Additionally, blockchain
employs asymmetric  cryptography, where each
participant has a pair of cryptographic keys: a public
key and a private key. The public key is used to encrypt
data, while the private key is used to decrypt it,
ensuring that only the intended recipient can access the
information (Yang et al., 2019). This cryptographic
approach not only secures the data from unauthorized
access but also ensures that transactions are
authenticated and verified by the network, significantly
reducing the risk of fraud and cyberattacks (DeCusatis
et al., 2018).

Furthermore, blockchain's inherent design promotes
data integrity and immutability, which are critical for
maintaining the trustworthiness of information. Once
data is recorded on the blockchain, it becomes
immutable, meaning it cannot be changed or deleted.
This immutability is achieved through the consensus
mechanisms that govern the blockchain network, such
as proof-of-work or proof-of-stake, which require

Figure 3: Blockchain’s Role in Data Security
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network participants to agree on the validity of
transactions before they are added to the ledger (Luu et
al.,, 2016). The decentralized nature of blockchain
ensures that no single entity has control over the entire
network, further enhancing data integrity by preventing
centralized points of failure. This distributed consensus
model ensures that even if some nodes in the network
are compromised, the integrity of the blockchain
remains intact (Kuo et al., 2020). Additionally,
blockchain technology supports robust access control
and authorization mechanisms. Smart contracts, which
are self-executing contracts with the terms directly
written into code, can be used to automate and enforce
access controls. These smart contracts ensure that only
authorized parties can access or modify data, providing
an additional layer of security that is both transparent
and verifiable (Shen et al.,, 2019). By combining
cryptographic security, data integrity, and advanced
access control, blockchain technology offers a
comprehensive solution to the challenges of data
security in the digital age.

2.2.2  Applications of Blockchain in Cybersecurity

Blockchain  technology has found significant
applications in the financial sector, primarily driven by
its ability to enhance security, transparency, and
efficiency. Financial institutions leverage blockchain to
secure transactions, mitigate fraud, and streamline
processes (Tu et al., 2022). For instance, blockchain's
decentralized ledger ensures that all transactions are
recorded immutably, preventing double-spending and
unauthorized modifications. This is particularly
beneficial for cross-border payments, where blockchain
can reduce the time and cost associated with traditional

banking systems by eliminating the need for
intermediaries (Aste et al.,, 2017). Moreover,
blockchain's cryptographic mechanisms provide robust
protection against cyberattacks, ensuring that financial
data remains secure from hackers. Smart contracts
further enhance the financial sector by automating and
enforcing the terms of agreements without the need for
intermediaries, thereby reducing the risk of human error
and fraud (Latif et al., 2022).

In the healthcare sector, blockchain technology
addresses critical issues related to data security and
patient privacy (Latif et al., 2022). By utilizing
blockchain, healthcare providers can create secure and
interoperable electronic health records (EHRs) that are
accessible only to authorized individuals. This ensures
that sensitive patient information is protected from
unauthorized access and tampering. Blockchain also
facilitates the secure sharing of medical data between
different healthcare providers, enhancing the continuity
of care and improving patient outcomes (Wazid et al.,
2020). Additionally, blockchain's transparency and
immutability can be used to track the provenance of
pharmaceuticals, reducing the risk of counterfeit drugs
entering the supply chain. This application is
particularly crucial in ensuring the safety and efficacy
of medications (Kumar et al., 2020). In supply chain
management, blockchain provides an immutable record
of the entire supply chain process, from raw material
sourcing to final product delivery. This transparency
helps in verifying the authenticity of products, ensuring
compliance with regulatory standards, and reducing
fraud (Khakurel et al., 2019). Similarly, in the Internet
of Things (loT), blockchain enhances security by
providing a decentralized platform for device

Figure 4: Applications of Blockchain in Cybersecurity
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communication and data sharing. This reduces the risk
of single points of failure and enhances the overall
security of 10T networks (Wagas et al., 2021).

2.3 Smart Contracts and Security

Smart contracts are self-executing contracts with the
terms of the agreement directly encoded into software.
These contracts operate on blockchain technology,
which ensures that the contract is automatically
enforced when predefined conditions are met, without
the need for intermediaries (Vivar et al., 2020). The
automation provided by smart contracts leverages the
decentralized and immutable nature of blockchain,
ensuring that once a contract is deployed, it cannot be
altered (Augusto et al., 2019). This system enhances the
reliability and accuracy of contract execution, as the
conditions encoded in the smart contract are strictly
adhered to. The execution of smart contracts involves
cryptographic functions and consensus mechanisms
inherent in blockchain technology, which validate and
verify each transaction and state change (Aggarwal et
al., 2019). This technological framework enables
complex transactions to be managed automatically,
encompassing various applications such as financial
services, supply chain logistics, and real estate
transactions (Woo et al., 2020).

Smart contracts significantly enhance security by
mitigating human error and preventing fraud.
Traditional contracts often involve manual processes
that are susceptible to errors, inconsistencies, and
delays. In contrast, smart contracts execute transactions
automatically, ensuring precision and adherence to the
specified terms (Hildenbrandt et al., 2018). This
automation eliminates the potential for human-induced
mistakes, thus enhancing the overall reliability and
efficiency of contractual processes. Additionally, smart
contracts benefit from the security features of
blockchain technology. The decentralized network and
cryptographic hashes make it extremely difficult for
unauthorized parties to alter the data, ensuring the
integrity and authenticity of the contract. Once
deployed, a smart contract is immutable, meaning it
cannot be changed or tampered with. This characteristic
is essential for preventing fraud, as it guarantees that all
parties involved can trust the contract will execute
exactly as programmed (Hammi et al., 2018). The use
of cryptographic keys further ensures that only

authorized users can initiate specific actions defined by
the contract, providing an additional layer of security.
Smart contracts have been successfully implemented
across various industries, showcasing their versatility
and effectiveness in different contexts. In the financial
sector, smart contracts are utilized to automate and
streamline complex transactions such as derivatives
trading, insurance claims processing, and bond
issuance. For example, the Depository Trust & Clearing
Corporation (DTCC) has explored the use of smart
contracts to enhance the efficiency of post-trade
processing, aiming to reduce operational costs and
increase transparency (Wu et al., 2019). In the supply
chain management industry, smart contracts facilitate
the tracking and verification of goods, ensuring
compliance with contractual terms at each stage of the
supply chain. Companies like IBM and Maersk have
adopted blockchain-based solutions that incorporate
smart contracts to improve the efficiency and reliability
of their supply chains (Ramezan & Leung, 2018).
Moreover, in the real estate sector, smart contracts are
employed to automate property transactions, making the
process faster and more secure by eliminating the need
for intermediaries such as escrow agents and
minimizing the risk of fraud. This application enhances
the transparency and reliability of real estate
transactions by providing a tamper-proof record of all
activities (Yu et al., 2018). These examples demonstrate
the practical applications and benefits of smart contracts
in diverse industries, highlighting their potential to
revolutionize traditional processes by offering a secure,
automated, and transparent framework for executing
agreements.

2.4  Challenges of Blockchain in Cybersecurity
2.4.1

Scalability remains a significant challenge for
blockchain technology, particularly in the context of
cybersecurity. One of the primary concerns is the
substantial storage requirements associated with
maintaining a blockchain. Each node in a blockchain
network must store a copy of the entire ledger, which
continually grows as more transactions are added. This
ever-increasing size can strain storage capacities and
make it difficult for smaller nodes to participate in the
network, potentially leading to centralization (Alkurdi
et al., 2018). Additionally, the need for every

Scalability Issues
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transaction to be verified by multiple nodes can
significantly slow down transaction speeds. While
blockchain's security benefits are derived from its
decentralized nature, this also means that achieving
consensus on each transaction requires considerable
computational effort and time, resulting in slower
transaction  processing compared to traditional
centralized systems (Huh et al., 2017). Efforts to
improve scalability, such as the development of off-
chain solutions and layer-two protocols, are ongoing,
but these solutions are still in the experimental stages
and have not yet been widely adopted.

2.4.2  Energy Consumption

Another critical challenge facing blockchain technology
is its high energy consumption, particularly associated
with the proof-of-work (PoW) consensus mechanism
used by many blockchain networks. PoW requires
miners to solve complex mathematical problems to
validate transactions and add new blocks to the
blockchain, which consumes a substantial amount of
computational power and electricity (Chakraborty et al.,
2024). The environmental impact of this energy
consumption is a growing concern, as it contributes to
the carbon footprint of blockchain operations.
Alternative consensus mechanisms, such as proof-of-
stake (PoS) and delegated proof-of-stake (DPoS), have
been proposed to address these issues by requiring less
computational power. However, these alternatives come
with their own set of challenges and trade-offs,
including potential  centralization and  security
vulnerabilities (Broby & Karkkainen, 2016). The
balance between maintaining security and reducing
energy consumption is a critical area of research and
development in the blockchain community, as
achieving an environmentally sustainable model is
essential for the long-term viability of blockchain
technology.

243

The integration of blockchain technology into existing
regulatory frameworks presents significant challenges.
Compliance with existing laws is complicated by the
decentralized and pseudonymous nature of blockchain
transactions, which can make it difficult to identify and
regulate participants (Kaur & Kaur, 2019). Data privacy
concerns also arise, as the immutability of blockchain
records conflicts with regulations such as the General

Regulatory and Legal Challenges

Data Protection Regulation (GDPR) in the European
Union, which grants individuals the right to have their
data erased (Fotiou & Polyzos, 2018). Navigating these
regulatory landscapes requires blockchain developers
and organizations to engage with policymakers to create
frameworks  that accommodate the  unique
characteristics of blockchain while ensuring compliance
with legal standards. Additionally, the global nature of
blockchain technology complicates regulatory efforts,
as different jurisdictions may have varying
requirements and approaches to blockchain regulation.
Coordinated international efforts are necessary to
establish consistent and effective regulatory guidelines
that support the secure and legal use of blockchain
technology across borders (Saad et al., 2020).

2.4.4  Integration with Existing Systems

Integrating  blockchain technology with existing
systems poses considerable challenges, primarily due to
compatibility issues and the complexities of
transitioning from traditional to blockchain-based
infrastructures. Many organizations rely on legacy
systems that are not designed to interface with
blockchain networks, leading to technical hurdles in
achieving seamless integration (Casado-Vara et al.,
2018). Moreover, transitioning to a blockchain-based
system requires significant investment in terms of time,
resources, and expertise. Organizations must overhaul
their current processes, train personnel, and ensure that
the new system meets their operational needs without
disrupting existing services. This transition can be
particularly challenging for industries with stringent
regulatory requirements and established workflows,
such as finance and healthcare (Nakamura et al., 2020).
Additionally, the perceived risks and uncertainties
associated with adopting a relatively new and evolving
technology may deter organizations from fully
embracing blockchain  (Frustaci et al., 2018).
Addressing these integration challenges requires the
development of interoperable  solutions and
standardized protocols that facilitate compatibility
between blockchain and existing systems, as well as
comprehensive support and guidance for organizations
undertaking the transition challenges
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3  Method

This literature review follows the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-
Analyses) method to ensure a comprehensive and
systematic approach to identifying, selecting, and
analyzing relevant studies on blockchain technology's
role in securing data and preventing cyberattacks. The
PRISMA method involves four key phases:
identification, screening, eligibility, and inclusion. Each
phase is detailed below.

3.1 ldentification

The identification phase began with a comprehensive
search of multiple electronic databases, including IEEE
Xplore, PubMed, Scopus, Web of Science, and Google
Scholar. The search was conducted using a combination
of keywords and phrases related to blockchain
technology, cybersecurity, data security, cryptographic
security mechanisms, data integrity, immutability, and
smart contracts. Boolean operators (AND, OR) were
used to refine the search queries. The search strategy

included the following terms: "blockchain,"
"cybersecurity," "data security," "cryptography,” "data
integrity,"” "immutability,"” "smart  contracts,"

"decentralized ledger," and "cyberattacks." The search
was limited to peer-reviewed articles, conference
papers, and relevant grey literature published between

3.2 Screening

In the screening phase, the initial search yielded a total
of 1,247 records. After removing duplicates, 876
records remained. The titles and abstracts of these
records were then screened to assess their relevance to
the review's objectives. The inclusion criteria were
studies that focused on the application of blockchain
technology in enhancing data security and preventing
cyberattacks, detailed the mechanisms of blockchain
security, and provided empirical or theoretical analysis
of blockchain's impact on cybersecurity. Studies that
did not meet these criteria, such as those focusing solely
on blockchain's economic impact or unrelated
applications, were excluded. This initial screening
reduced the number of potentially relevant studies to
312.

33 Eligibility

The eligibility phase involved a full-text review of the
312 studies identified as potentially relevant during the
screening phase. Each study was assessed against the
inclusion criteria to determine its suitability for the

review. Studies were included if they provided
substantial information on the mechanisms of
blockchain technology related to data security,

including cryptographic security mechanisms, data

January 2010 and December 2023.

integrity, and
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discussing the application of blockchain in various
sectors such as finance, healthcare, supply chain
management, and the Internet of Things (loT) were
considered. During this phase, studies lacking rigorous
methodological approaches or empirical data were
excluded. This detailed review process resulted in 97
studies being deemed eligible for inclusion.

3.4 Inclusion

In the final inclusion phase, the 97 eligible studies were
included in the systematic review. These studies were
critically analyzed and synthesized to provide a
comprehensive understanding of the current state of
research on blockchain technology in cybersecurity.
The data extracted from these studies included
information on study objectives, methods, key findings,
and conclusions. The synthesis process involved
identifying common themes, patterns, and gaps in the
literature to draw meaningful insights into the role of
blockchain in  securing data and preventing
cyberattacks. The PRISMA flow diagram below
summarizes the process of identification, screening,
eligibility, and inclusion.

4 Findings

Based on the systematic review conducted using the
PRISMA methodology, several key findings emerged
regarding the role of blockchain technology in securing
data and preventing cyberattacks. The analysis of the
eligible studies reveals significant insights into how
blockchain's decentralized, immutable, and transparent
nature enhances data security across various sectors.
This section presents the main findings, categorized into
cryptographic security mechanisms, data integrity and
immutability, smart contracts, sector-specific
applications, and the challenges faced in implementing
blockchain for cybersecurity.

4.1  Cryptographic Security Mechanisms

One of the most significant findings from the review is
the robust cryptographic security mechanisms provided
by blockchain technology. The use of cryptographic
hashes ensures that each block of data is linked to the
previous block in the chain, creating a tamper-evident
ledger. This cryptographic linkage means that any
attempt to alter a single block would require changes to
all subsequent blocks, which is computationally

infeasible  without  network  consensus.  These
mechanisms enhance the security and integrity of data,
making it highly resistant to tampering and
unauthorized access. Additionally, the implementation
of asymmetric cryptography, involving public and
private keys, ensures that only authorized parties can
access and decrypt the data, further safeguarding
against cyber threats.

4.2 Data Integrity and Immutability

The review underscores the critical role of blockchain
in maintaining data integrity and immutability. Once
data is recorded on the blockchain, it becomes
immutable, meaning it cannot be altered or deleted
without detection. This feature is particularly valuable
for applications requiring high levels of trust and
verification, such as financial transactions and medical
records. The immutable nature of blockchain records
ensures the integrity of data, providing a reliable and
verifiable history of transactions. This immutability is
achieved through consensus mechanisms like proof-of-
work and proof-of-stake, which validate transactions
and prevent any single entity from gaining control over
the network. The decentralized nature of blockchain
thus ensures that data remains secure and trustworthy.

4.3  Smart Contracts

Smart contracts emerged as a significant finding in the
review, showcasing their potential to automate and
enforce security protocols. Smart contracts are self-
executing contracts with the terms of the agreement
directly written into code. These contracts automatically
execute actions when predefined conditions are met,
eliminating the need for intermediaries and reducing the
risk of human error and fraud. Smart contracts enhance
security by ensuring that contract terms are precisely
followed and that transactions are transparent and
verifiable. The use of smart contracts in various
industries, such as finance, supply chain management,
and real estate, highlights their versatility and
effectiveness in improving operational efficiency and
security.

4.4 Sector-Specific Applications

The review reveals extensive applications of blockchain
technology in enhancing cybersecurity across various
sectors. In the financial sector, blockchain is used to
secure transactions, reduce fraud, and streamline
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processes. For instance, blockchain enhances the
efficiency of cross-border payments by reducing the
need for intermediaries and lowering transaction costs.
In the healthcare sector, blockchain ensures the privacy
and security of electronic health records, facilitating
secure data sharing between providers and improving
patient outcomes. In supply chain management,
blockchain provides transparency and traceability,
ensuring the authenticity of products and compliance
with regulatory standards. The integration of blockchain
in the Internet of Things (I0T) enhances the security of
device communication and data sharing, reducing
vulnerabilities associated with centralized systems.

4.5 Challenges in Implementation

Despite the numerous benefits, the review also
identifies significant challenges in implementing
blockchain for cybersecurity. Scalability issues are a
major concern, with the growing size of the blockchain
leading to increased storage requirements and slower
transaction speeds. The high energy consumption
associated with consensus mechanisms like proof-of-
work raises environmental and sustainability concerns.
Regulatory and legal challenges complicate the
integration of blockchain into existing frameworks,
particularly regarding compliance with data privacy
laws and the pseudonymous nature of blockchain
transactions. Additionally, integrating blockchain with
existing systems poses technical and operational
challenges, requiring substantial investment in
resources and expertise. Addressing these challenges is
crucial for the widespread adoption and effective
implementation  of  blockchain  technology in
cybersecurity.

5 Discussion

The findings of this study highlight the profound impact
of blockchain technology on enhancing data security
and preventing cyberattacks across various sectors. The
robust cryptographic security mechanisms inherent in
blockchain provide a significant advancement over
traditional security methods. By using cryptographic
hashes to link blocks of data, blockchain creates a
tamper-evident ledger that ensures data integrity and
security.  This  cryptographic  linkage  makes
unauthorized alterations exceedingly difficult, thereby

safeguarding sensitive information from cyber threats.
Additionally, the implementation of asymmetric
cryptography ensures that only authorized parties can
access and decrypt the data, further enhancing security.
This decentralized approach to data security aligns with
earlier findings by Dika (2017), who emphasized the
effectiveness of cryptographic methods in protecting
data integrity.

The role of blockchain in maintaining data integrity and
immutability is another critical finding of this study.
The immutable nature of blockchain records ensures
that once data is recorded, it cannot be altered or
deleted without detection. This feature is invaluable for
applications requiring high levels of trust and
verification, such as financial transactions and medical
records. The use of consensus mechanisms like proof-
of-work and proof-of-stake validates transactions and
prevents any single entity from gaining control over the
network. This decentralized consensus model enhances
the reliability and trustworthiness of data, ensuring that
it remains secure and unaltered. These findings
corroborate the results of Saad et al. (2020), who also
noted the importance of blockchain’s immutability in
preserving data integrity.

Smart contracts emerged as a significant aspect of
blockchain technology, showcasing their potential to
automate and enforce security protocols. These self-
executing contracts, with terms directly written into
code, eliminate the need for intermediaries and reduce
the risk of human error and fraud. The automation of
contract execution ensures that terms are precisely
followed, enhancing operational efficiency and security.
The versatility of smart contracts is evident in their
application across various industries, including finance,
supply chain management, and real estate. By providing
a transparent and verifiable framework for executing
agreements, smart contracts not only streamline
processes but also significantly enhance security by
reducing the potential for disputes and fraud. This
aligns with the findings of Zhang et al. (2018), who
highlighted the efficiency and security benefits of smart
contracts.

The sector-specific applications of  blockchain
technology further underscore its transformative
potential. In the financial sector, blockchain's ability to
secure transactions, reduce fraud, and streamline
processes has been particularly impactful. The

Vol 04 | Issue 03 | July 2024


https://doi.org/10.69593/ajsteme.v4i03.86

BLOCKCHAIN TECHNOLOGY'S ROLE IN SECURING DATA AND PREVENTING CYBERATTACKS: A
DETAILED REVIEW

technology enhances the efficiency of cross-border
payments by reducing the need for intermediaries and
lowering transaction costs. In healthcare, blockchain
ensures the privacy and security of electronic health
records, facilitating secure data sharing and improving
patient outcomes. The transparency and traceability
provided by blockchain in supply chain management
ensure the authenticity of products and compliance with
regulatory standards. Moreover, the integration of
blockchain in the Internet of Things (1oT) enhances the
security of device communication and data sharing,
reducing vulnerabilities associated with centralized
systems. These sector-specific applications highlight the
versatility and effectiveness of blockchain technology
in addressing diverse security challenges, echoing the
findings of Roehrs et al. (2017) regarding blockchain's
broad applicability.

Despite the numerous benefits, this study also identifies
significant challenges in implementing blockchain for
cybersecurity. Scalability issues, such as increased
storage requirements and slower transaction speeds,
pose major concerns. The high energy consumption
associated with consensus mechanisms like proof-of-
work raises environmental and sustainability issues.
Additionally, regulatory and legal challenges
complicate the integration of blockchain into existing
frameworks, particularly in terms of compliance with
data privacy laws and the pseudonymous nature of
blockchain transactions. Integrating blockchain with
existing systems presents technical and operational
challenges, requiring substantial investment in
resources and expertise. Addressing these challenges is
crucial for the widespread adoption and effective
implementation  of  blockchain  technology in
cybersecurity. These challenges are consistent with the
issues identified by Alhadhrami et al. (2017) and
Dwivedi et al. (2019), who also highlighted the
scalability, energy consumption, and regulatory hurdles
in  blockchain adoption. Future research and
development efforts should focus on overcoming these
obstacles to fully harness the potential of blockchain in
securing data and preventing cyberattacks.

6 Conclusion

The systematic review of blockchain technology’s role
in securing data and preventing cyberattacks highlights
its significant potential in enhancing cybersecurity

across various sectors. Blockchain’s cryptographic
security mechanisms, such as cryptographic hashes and
asymmetric encryption, provide robust protection
against unauthorized access and tampering. The
technology's ability to maintain data integrity and
immutability through consensus mechanisms ensures
that recorded data remains unaltered and reliable,
crucial for applications requiring high levels of trust,
such as financial transactions and healthcare records.
Smart contracts further enhance security by automating
and enforcing contract terms, reducing the risk of
human error and fraud. The diverse applications of
blockchain in sectors like finance, healthcare, supply
chain  management, and the Internet of Things
underscore its versatility and effectiveness in addressing
various security challenges. However, the study also
identifies significant challenges that need to be
addressed, including scalability issues, high energy
consumption, and regulatory and legal hurdles.
Overcoming these challenges is essential for the
broader adoption and effective implementation of
blockchain technology in cybersecurity. Future research
and development efforts should focus on resolving
these issues to fully realize the transformative potential
of blockchain in securing data and preventing
cyberattacks.

References

Aggarwal, S., Chaudhary, R., Aujla, G. S., Kumar, N., Choo,
K.-K. R., & Zomaya, A. Y. (2019). Blockchain for
smart communities: Applications, challenges and
opportunities. Journal of Network and Computer
Applications, 144(NA), 13-48.
https://doi.org/10.1016/j.jnca.2019.06.018

Alhadhrami, Z., Alghfeli, S., Alghfeli, M., Abedlla, J. A., &
Shuaib, K. (2017). Introducing blockchains for

healthcare. 2017 International Conference on
Electrical and Computing Technologies and
Applications (ICECTA), NA(NA), 1-4.

https://doi.org/10.1109/icecta.2017.8252043

Alkurdi, F., Elgendi, 1., Munasinghe, K. S., Sharma, D., &
Jamalipour, A. (2018). ITNAC - Blockchain in loT
Security: A Survey (Vol. NA).
https://doi.org/10.1109/atnac.2018.8615409

Antonopoulos, A. M. (2014). Mastering Bitcoin: unlocking
digital cryptocurrencies. " O'Reilly Media, Inc.".

Vol 04 | Issue 03 | July 2024


https://doi.org/10.1016/j.jnca.2019.06.018
https://doi.org/10.1109/icecta.2017.8252043
https://doi.org/10.1109/atnac.2018.8615409

ACADEMIC JOURNAL ON SCIENCE, TECHNOLOGY, ENGINEERING & MATHEMATICS EDUCATION

Doi: 10.69593/ajsteme.v4i03.86

Apostolaki, M., Zohar, A., & Vanbever, L. (2017). IEEE
Symposium on Security and Privacy - Hijacking
Bitcoin: Routing Attacks on Cryptocurrencies. 2017
IEEE Symposium on Security and Privacy (SP),
NA(NA), 375-392.
https://doi.org/10.1109/sp.2017.29

Aste, T., Tasca, P., & Di Matteo, T. (2017). Blockchain
Technologies: The Foreseeable Impact on Society
and  Industry.  Computer, 50(9), 18-28.
https://doi.org/10.1109/mc.2017.3571064

Augusto, L., Costa, R., Ferreira, J., & Jardim-Goncalves, R.
(2019). An Application of Ethereum smart contracts
and loT to logistics. 2019 International Young
Engineers Forum (YEF-ECE), NA(NA), 1-7.
https://doi.org/10.1109/yef-ece.2019.8740823

Banerjee, M., Lee, J., & Choo, K.-K. R. (2018). A blockchain
future for internet of things security: a position
paper. Digital Communications and Networks, 4(3),
149-160. https://doi.org/10.1016/j.dcan.2017.10.006

Broby, D., & Karkkainen, T. (2016). FINTECH in Scotland:
Building a Digital Future for the Financial Sector.
SSRN Electronic Journal, NA(NA), NA-NA.
https://doi.org/10.2139/ssrn.2839696

Casado-Vara, R., Prieto, J., De la Prieta, F., & Corchado, J.
M. (2018). FNC/MobiSPC - How blockchain
improves the supply chain: case study alimentary
supply chain. Procedia Computer Science, 134(NA),
393-398. https://doi.org/10.1016/j.procs.2018.07.193

Chakraborty, D., Rahman, M. M., Joy, Z. H., Islam, M. A,
Shufian, A., Sheikh, P. P., & Alam, S. S. (2024).
Enhanced Security and Efficiency in Attendance
Management: A Novel RFID and Arduino Integrated
System. Journal of Engineering Research and
Reports, 26(5), 59-65.

Conti, M., E, S. K., Lal, C., & Ruj, S. (2018). A Survey on
Security and Privacy Issues of Bitcoin. IEEE
Communications Surveys & Tutorials, 20(4), 3416-
3452. https://doi.org/10.1109/comst.2018.2842460

de Aguiar, E. J., Faical, B. S., Krishnamachari, B., &
Ueyama, J. (2020). A Survey of Blockchain-Based
Strategies for Healthcare. ACM Computing Surveys,
53(2), 1-27. https://doi.org/10.1145/3376915

DeCusatis, C. M., Zimmermann, M., & Sager, A. (2018).
CCWC - Identity-based network security for
commercial blockchain services. 2018 IEEE 8th
Annual Computing and Communication Workshop
and Conference (CCWC), NA(NA), 474-477.
https://doi.org/10.1109/ccwc.2018.8301713

Dika, A. (2017). Ethereum Smart Contracts: Security
Vulnerabilities and Security Tools. NA, NA(NA),
NA-NA. https://doi.org/NA

Dwivedi, A. D., Srivastava, G., Dhar, S., & Singh, R. (2019).
A Decentralized Privacy-Preserving Healthcare
Blockchain for loT. Sensors (Basel, Switzerland),
19(2), 326-NA. https://doi.org/10.3390/s19020326

Fotiou, N., & Polyzos, G. C. (2018). EUCNC - Smart
Contracts for the Internet of Things: Opportunities
and Challenges. 2018 European Conference on
Networks and Communications (EUCNC), NA(NA),
256-260.
https://doi.org/10.1109/eucnc.2018.8443212

Frustaci, M., Pace, P., Aloi, G., & Fortino, G. (2018).
Evaluating Critical Security Issues of the 10T World:
Present and Future Challenges. IEEE Internet of
Things Journal, 5(4), 2483-2495.
https://doi.org/10.1109/jiot.2017.2767291

Gai, K., Wu, VY., Zhu, L., Qiu, M., & Shen, M. (2019).
Privacy-Preserving Energy  Trading Using
Consortium Blockchain in Smart Grid. IEEE
Transactions on Industrial Informatics, 15(6), 3548-
3558. https://doi.org/10.1109/tii.2019.2893433

Hammi, M. T., Hammi, B., Bellot, P., & Serhrouchni, A.
(2018). Bubbles of Trust: A decentralized
blockchain-based authentication system for IoT.
Computers &  Security, 78(NA), 126-142.
https://doi.org/10.1016/j.cose.2018.06.004

Hassan, M. U., Rehmani, M. H., & Chen, J. (2019). Privacy
preservation in blockchain based loT systems:
Integration issues, prospects, challenges, and future
research directions. Future Generation Computer
Systems, 97(NA), 512-529.
https://doi.org/10.1016/j.future.2019.02.060

Hildenbrandt, E., Saxena, M., Rodrigues, N., Zhu, X., Daian,
P., Guth, D., Moore, B., Park, D., Zhang, Y.,
Stefanescu, A., & Rosu, G. (2018). CSF - KEVM: A
Complete Formal Semantics of the Ethereum Virtual
Machine. 2018 IEEE 31st Computer Security
Foundations Symposium (CSF), NA(NA), 204-217.
https://doi.org/10.1109/csf.2018.00022

Huh, S., Cho, S., & Kim, S. (2017). Managing loT devices
using blockchain platform. 2017 19th International
Conference on  Advanced Communication
Technology (ICACT), NA(NA), 464-467.
https://doi.org/10.23919/icact.2017.7890132

Hussien, H. M., Yasin, S. M., Udzir, S. N. I, Zaidan, A. A., &
Zaidan, B. B. (2019). A Systematic Review for
Enabling of Develop a Blockchain Technology in
Healthcare Application: Taxonomy, Substantially

Vol 04 | Issue 03 | July 2024


https://doi.org/10.69593/ajsteme.v4i03.86
https://doi.org/10.1109/sp.2017.29
https://doi.org/10.1109/mc.2017.3571064
https://doi.org/10.1109/yef-ece.2019.8740823
https://doi.org/10.1016/j.dcan.2017.10.006
https://doi.org/10.2139/ssrn.2839696
https://doi.org/10.1016/j.procs.2018.07.193
https://doi.org/10.1109/comst.2018.2842460
https://doi.org/10.1145/3376915
https://doi.org/10.1109/ccwc.2018.8301713
https://doi.org/NA
https://doi.org/10.3390/s19020326
https://doi.org/10.1109/eucnc.2018.8443212
https://doi.org/10.1109/jiot.2017.2767291
https://doi.org/10.1109/tii.2019.2893433
https://doi.org/10.1016/j.cose.2018.06.004
https://doi.org/10.1016/j.future.2019.02.060
https://doi.org/10.1109/csf.2018.00022
https://doi.org/10.23919/icact.2017.7890132

BLOCKCHAIN TECHNOLOGY'S ROLE IN SECURING DATA AND PREVENTING CYBERATTACKS: A
DETAILED REVIEW

Analysis, Motivations, Challenges,
Recommendations and Future Direction. Journal of
medical systems, 43(10), 320-320.

https://doi.org/10.1007/s10916-019-1445-8

Ichikawa, D., Kashiyama, M., & Ueno, T. (2017). Tamper-
Resistant Mobile Health Using Blockchain
Technology. JMIR mHealth and uHealth, 5(7), e111-
NA. https://doi.org/10.2196/mhealth.7938

Islam, U., Muhammad, A., Mansoor, R., Hossain, M. S.,
Ahmad, I., Eldin, E. T., Khan, J. A., Rehman, A. U,,
& Shafig, M. (2022). Detection of Distributed
Denial of Service (DDoS) Attacks in 10T Based
Monitoring System of Banking Sector Using
Machine Learning Models. Sustainability, 14(14),
8374-8374. https://doi.org/10.3390/su14148374

Kassab, M., DeFranco, J. F, Malas, T., Neto, V. V. G., &
Destefanis, G. (2019). SEH@ICSE - Blockchain: a
panacea for electronic health records? (Vol. NA).
https://doi.org/10.1109/seh.2019.00011

Kaur, K., & Kaur, K. (2019). Failure Prediction, Lead Time
Estimation and Health Degree Assessment for Hard
Disk Drives Using Voting based Decision Trees.
Computers, Materials & Continua, 60(3), 913-946.
https://doi.org/10.32604/cmc.2019.07675

Khakurel, U., Rawat, D. B., & Njilla, L. (2019). ICll -
FastChain: Lightweight Blockchain with Sharding
for Internet of Battlefield-Things in NS-3 (Vol. NA).
https://doi.org/10.1109/icii.2019.00050

Kiayias, A., & Panagiotakos, G. (2019). LATINCRYPT - On
Trees, Chains and Fast Transactions in the
Blockchain. In  (Vol. NA, pp. 327-351).
https://doi.org/10.1007/978-3-030-25283-0_18

Kshetri, N. (2017). Blockchain's roles in strengthening
cybersecurity and protecting privacy.
Telecommunications Policy, 41(10), 1027-1038.
https://doi.org/10.1016/j.telpol.2017.09.003

Kumar, A., Krishnamurthi, R., Nayyar, A., Sharma, K.,
Grover, V., & Hossain, E. (2020). A Novel Smart
Healthcare Design, Simulation, and Implementation
Using Healthcare 4.0 Processes. IEEE Access,
8(NA), 118433-118471.
https://doi.org/10.1109/access.2020.3004790

Kumar, A., Sharma, D., Nayyar, A., Singh, S., & Yoon, B.
(2020). Lightweight Proof of Game (LPoG): A Proof
of Work (PoW)'s Extended Lightweight Consensus
Algorithm for Wearable Kidneys. Sensors (Basel,
Switzerland), 20(10), 2868-NA.
https://doi.org/10.3390/s20102868

Kuo, T.-T., Kim, J., & Gabriel, R. A. (2020). Privacy-
preserving model learning on a blockchain network-
of-networks. Journal of the American Medical
Informatics Association : JAMIA, 27(3), 343-354.
https://doi.org/10.1093/jamia/ocz214

Latif, S. A., Wen, F. B. X., lwendi, C., Wang, L.-I. F., Mohsin,
S. M., Han, Z., & Band, S. S. (2022). Al-
empowered, blockchain and SDN integrated security
architecture for 1oT network of cyber physical
systems. Computer Communications, 181(NA), 274-
283. https://doi.org/10.1016/j.comcom.2021.09.029

Liang, X., Zhao, J., Shetty, S., Liu, J., & Li, D. (2017).
PIMRC - Integrating blockchain for data sharing and
collaboration in mobile healthcare applications.
2017 IEEE 28th Annual International Symposium on
Personal, Indoor, and Mobile Radio
Communications  (PIMRC), NA(NA), 1-5.
https://doi.org/10.1109/pimrc.2017.8292361

Luu, L., Narayanan, V., Zheng, C., Baweja, K., Gilbert, S., &
Saxena, P. (2016). A secure sharding protocol for
open blockchains. Proceedings of the 2016 ACM
SIGSAC  Conference on  Computer and
Communications Security,

Mills, D. C., Wang, K., & Malone, B. (2016). Distributed
ledger technology in payments, clearing and
settlement. Finance and Economics Discussion
Series, 2016(095), 207-249.
https://doi.org/10.17016/feds.2016.095

Mousavi, S. A. A., Pimenidis, E., & Jahankhani, H. (2008).
Cultivating trust — an electronic-government
development model for addressing the needs of
developing countries. International Journal of
Electronic Security and Digital Forensics, 1(3), 233-
248. https://doi.org/10.1504/ijesdf.2008.020942

Nakamoto, S. (2008). Bitcoin: A peer-to-peer electronic cash
system.

Nakamura, Y., Zhang, Y., Sasabe, M., & Kasahara, S. (2020).
Exploiting Smart Contracts for Capability-Based
Access Control in the Internet of Things. Sensors
(Basel, Switzerland), 20(6), 1793-NA.
https://doi.org/10.3390/s20061793

Nicolas, K., Wang, Y., & Giakos, G. C. (2019). Sarnoff
Symposium - Comprehensive Overview of Selfish

Mining and Double Spending  Attack
Countermeasures. 2019 IEEE 40th  Sarnoff
Symposium, NA(NA), 1-6.

https://doi.org/10.1109/sarnoff47838.2019.9067821

Pal, O., Alam, B., Thakur, V., & Singh, S. (2021). Key
management for blockchain technology. ICT

Vol 04 | Issue 03 | July 2024


https://doi.org/10.1007/s10916-019-1445-8
https://doi.org/10.2196/mhealth.7938
https://doi.org/10.3390/su14148374
https://doi.org/10.1109/seh.2019.00011
https://doi.org/10.32604/cmc.2019.07675
https://doi.org/10.1109/icii.2019.00050
https://doi.org/10.1007/978-3-030-25283-0_18
https://doi.org/10.1016/j.telpol.2017.09.003
https://doi.org/10.1109/access.2020.3004790
https://doi.org/10.3390/s20102868
https://doi.org/10.1093/jamia/ocz214
https://doi.org/10.1016/j.comcom.2021.09.029
https://doi.org/10.1109/pimrc.2017.8292361
https://doi.org/10.17016/feds.2016.095
https://doi.org/10.1504/ijesdf.2008.020942
https://doi.org/10.3390/s20061793
https://doi.org/10.1109/sarnoff47838.2019.9067821

ACADEMIC JOURNAL ON SCIENCE, TECHNOLOGY, ENGINEERING & MATHEMATICS EDUCATION

Doi: 10.69593/ajsteme.v4i03.86

Express, 7(1), 76-80.
https://doi.org/10.1016/j.icte.2019.08.002

Pavithra, S., Ramya, S., & Prathibha, S. (2019). A Survey On
Cloud Security Issues And Blockchain. 2019 3rd
International Conference on Computing and
Communications Technologies (ICCCT), NA(NA),
NA-NA.
https://doi.org/10.1109/iccct2.2019.8824891

Qiu, Y., Liu, Y., Li, X., & Chen, J. (2020). A Novel Location
Privacy-Preserving Approach Based on Blockchain.
Sensors (Basel, Switzerland), 20(12), 3519-NA.
https://doi.org/10.3390/s20123519

Ramezan, G., & Leung, C. (2018). A Blockchain-Based
Contractual Routing Protocol for the Internet of
Things Using  Smart  Contracts.  Wireless
Communications and Mobile Computing, 2018(NA),
1-14. https://doi.org/10.1155/2018/4029591

Roehrs, A., da Costa, C. A., & da Rosa Righi, R. (2017).
OmniPHR: A distributed architecture model to
integrate personal health records. Journal of
biomedical informatics, 71(NA), 70-81.
https://doi.org/10.1016/j.jbi.2017.05.012

Saad, M., Spaulding, J., Njilla, L., Kamhoua, C. A., Shetty,
S., Nyang, D., & Mohaisen, D. (2020). Exploring
the Attack Surface of Blockchain: A Comprehensive
Survey. IEEE Communications Surveys & Tutorials,
22(3), 1977-2008.
https://doi.org/10.1109/comst.2020.2975999

Salman, T., Zolanvari, M., Erbad, A., Jain, R., & Samaka, M.
(2019). Security Services Using Blockchains: A
State of the Art Survey. IEEE Communications
Surveys &  Tutorials, 21(1), 858-880.
https://doi.org/10.1109/comst.2018.2863956

Sankar, L. S., Sindhu, M., & Sethumadhavan, M. (2017).
Survey of consensus protocols on blockchain
applications. 2017 4th International Conference on
Advanced Computing and Communication Systems
(ICACCS), NA(NA), 1-5.
https://doi.org/10.1109/icaccs.2017.8014672

Shamim, M. 1. (2022). Exploring the success factors of
project  management. American  Journal  of
Economics and Business Management, 5(7), 64-72.

Shen, M., Tang, X., Zhu, L., Du, X., & Guizani, M. (2019).
Privacy-Preserving  Support  Vector  Machine
Training Over Blockchain-Based Encrypted loT
Data in Smart Cities. IEEE Internet of Things
Journal, 6(5), 7702-7712.
https://doi.org/10.1109/ji0t.2019.2901840

Song, R., Song, Y., Liu, Z., Tan, M., & Zhou, K. (2019).
GaiaWorld: A Novel Blockchain System Based on
Competitive PoS Consensus Mechanism.
Computers, Materials & Continua, 60(3), 973-987.
https://doi.org/10.32604/cmc.2019.06035

Taylor, P. J., Dargahi, T., Dehghantanha, A., Parizi, R. M., &
Choo, K.-K. R. (2020). A systematic literature
review of blockchain cyber security. Digital
Communications and Networks, 6(2), 147-156.
https://doi.org/10.1016/j.dcan.2019.01.005

Tu, T. F, Qin, J. W,, Zhang, H., Chen, M., Xu, T., & Huang,
Y. (2022). A comprehensive study of Mozi botnet.
International Journal of Intelligent Systems, 37(10),
6877-6908. https://doi.org/10.1002/int.22866

Turner, A. B., & Irwin, A. S. M. (2018). Bitcoin transactions:
a digital discovery of illicit activity on the
blockchain. Journal of Financial Crime, 25(1), 109-
130. https://doi.org/10.1108/jfc-12-2016-0078

Underwood, S. (2016). Blockchain beyond bitcoin.
Communications of the ACM, 59(11), 15-17.
https://doi.org/10.1145/2994581

Vivar, A. L., Castedo, A. T., Orozco, A. L. S., & Villalba, L. J.
G. (2020). An Analysis of Smart Contracts Security
Threats Alongside Existing Solutions. Entropy
(Basel, Switzerland), 22(2), 203-NA.
https://doi.org/10.3390/e22020203

Wang, Y., Taylan, O., Alkabaa, A. S., Ahmad, ., Tag-Eldin,
E., Nazemi, E., Balubaid, M., & Algabbaa, H. S.
(2022). An Optimization on the Neuronal Networks
Based on the ADEX Biological Model in Terms of
LUT-State  Behaviors:  Digital Design and
Realization on FPGA Platforms. Biology, 11(8),
1125-1125. https://doi.org/10.3390/biology11081125

Wagas, M., Kumar, K., Laghari, A. A., Saeed, U., Rind, M.
M., Shaikh, A. A., Hussain, F., Rai, A., & Qazi, A.
Q. (2021). Botnet attack detection in Internet of
Things devices over cloud environment via machine
learning. Concurrency and Computation: Practice
and Experience, 34(4), NA-NA.
https://doi.org/10.1002/cpe.6662

Wazid, M., Das, A. K., Shetty, S., & Rodrigues, J. J. P. C.
(2020). INFOCOM Workshops - On the Design of
Secure Communication Framework for Blockchain-
Based Internet of Intelligent Battlefield Things
Environment. IEEE INFOCOM 2020 - IEEE
Conference on  Computer  Communications
Workshops (INFOCOM WKSHPS), NA(NA), 888-
893.
https://doi.org/10.1109/infocomwkshps50562.2020.9
163066

Vol 04 | Issue 03 | July 2024


https://doi.org/10.69593/ajsteme.v4i03.86
https://doi.org/10.1016/j.icte.2019.08.002
https://doi.org/10.1109/iccct2.2019.8824891
https://doi.org/10.3390/s20123519
https://doi.org/10.1155/2018/4029591
https://doi.org/10.1016/j.jbi.2017.05.012
https://doi.org/10.1109/comst.2020.2975999
https://doi.org/10.1109/comst.2018.2863956
https://doi.org/10.1109/icaccs.2017.8014672
https://doi.org/10.1109/jiot.2019.2901840
https://doi.org/10.32604/cmc.2019.06035
https://doi.org/10.1016/j.dcan.2019.01.005
https://doi.org/10.1002/int.22866
https://doi.org/10.1108/jfc-12-2016-0078
https://doi.org/10.1145/2994581
https://doi.org/10.3390/e22020203
https://doi.org/10.3390/biology11081125
https://doi.org/10.1002/cpe.6662
https://doi.org/10.1109/infocomwkshps50562.2020.9163066
https://doi.org/10.1109/infocomwkshps50562.2020.9163066

BLOCKCHAIN TECHNOLOGY'S ROLE IN SECURING DATA AND PREVENTING CYBERATTACKS: A

DETAILED REVIEW

Woo, S., Song, J., & Park, S. (2020). A Distributed Oracle
Using Intel SGX for Blockchain-Based IloT
Applications. Sensors (Basel, Switzerland), 20(9),
2725-NA. https://doi.org/10.3390/s20092725

Wu, M., Wang, K., Cai, X., Guo, S., Guo, M., & Rong, C.
(2019). A Comprehensive Survey of Blockchain:
From Theory to 10T Applications and Beyond. IEEE
Internet of Things Journal, 6(5), 8114-8154.
https://doi.org/10.1109/ji0t.2019.2922538

Yang, G., Jiang, M., Ouyang, W., Ji, G., Xie, H., Rahmani, A.
M., Liljeberg, P., & Tenhunen, H. (2017). loT-Based
Remote Pain Monitoring System: From Device to
Cloud Platform. IEEE journal of biomedical and
health informatics, 22(6), 1711-1719.
https://doi.org/10.1109/jbhi.2017.2776351

Yang, M., Zhu, T., Liang, K., Zhou, W., & Deng, R. H.
(2019). A blockchain-based location privacy-
preserving crowdsensing system. Future Generation
Computer Systems, 94(NA), 408-418.
https://doi.org/10.1016/j.future.2018.11.046

Yu, Y., Li, Y., Tian, J., & Liu, J. (2018). Blockchain-Based
Solutions to Security and Privacy Issues in the
Internet of Things. IEEE Wireless Communications,
25(6), 12-18.
https://doi.org/10.1109/mwc.2017.1800116

Zhang, P., White, J., Schmidt, D. C., Lenz, G, &
Rosenbloom, S. T. (2018). FHIRChain: Applying
Blockchain to Securely and Scalably Share Clinical
Data. Computational and structural biotechnology
journal, 16(NA), 267-278.
https://doi.org/10.1016/j.csbj.2018.07.004

Zhao, J. L., Fan, S., & Yan, J. (2016). Overview of business
innovations and research opportunities in blockchain
and introduction to the special issue. Financial
Innovation, 2(1), 1-7.
https://doi.org/10.1186/s40854-016-0049-2

Vol 04 | Issue 03 | July 2024


https://doi.org/10.3390/s20092725
https://doi.org/10.1109/jiot.2019.2922538
https://doi.org/10.1109/jbhi.2017.2776351
https://doi.org/10.1016/j.future.2018.11.046
https://doi.org/10.1109/mwc.2017.1800116
https://doi.org/10.1016/j.csbj.2018.07.004
https://doi.org/10.1186/s40854-016-0049-2

